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LEARNING OBJECTIVES

‘l Learners will be able to describe common
challenges regarding the clinician’s
personal privacy online

Learners will be able to summarize the
2 porimary ethical considerations related to
social media use for the mental health
clinician
3 List specific steps to take to ensure their

professional online presence adheres to
professional codes of ethics.
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. £

The Impact of Technology
and Social Media

PERCENTAGE OF SOCIAL MEDIA USE

in 2018 and 2023
By Age Group

Ages 18-29 Ages 30-49 Ages 50-64 Ages 65 and Older

“Social Media Use in 2018." Pew Research Center
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Defining Terms - ACA Code Glossary

Personal Virtual Relationship — engaging
in a relationship via technology and/or g

social media that blurs the professional
boundary (e.g., friending on social
networking sites); using personal I

accounts as the connection point for the
virtual relationship.

Defining Terms - ACA Code Glossary

Professional Virtual Relationship — using
technology and/ or social media in a
professional manner and maintaining g

appropriate professional boundaries; using
business accounts that cannot be linked
back to personal accounts as the I

connection point for the virtual
relationship (e.g., a business page versus a
personal profile).

Social Media - technology-based forms of ﬁ ’ﬂ’}.
communication of ideas, beliefs, personal

histories, etc. (e.g., social networking sites, x /
blogs).
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SOCIAL MEDIA STATS

crcentage of US Adults in 2023

INSTAGRAM YOUTUBE FACEBOOK

28% in 2016 73% in 2018 Primary social media
platform for most

Americans

Americans’ Social Media Use — Pew Research Center

Impact of Technology
and Social Media: Cultural
and Clinical Competence

Reasons clients are online

Clinical implications of
clients' internet use

Psychoeducation
Social Skills
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Impact of Technology
and Social Media:
Professional Standards

State Law and Rules

Codes of Ethics
ACA Code of Ethics
AAMFT Code of Ethics

Professional Organizations
NBCC Code of Ethics
CAPS Code of Ethics
AACC Code of Ethics
APA Code of Ethics

13

2. —

PERSONAL
PRIVACY

What do you want your clients
to know?

14
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PERSONAL
PRIVACY

As a clinician,

what do you want your
clientsto be able to find
out

about you and your family?

15

PERSONAL PRIVACY

“[written policy]. ... shall also identify that @

it

client and counselor personal accounts
are distinct from social media accounts
used for professional purposes.” (NBCC

Code of Ethics, section 109) (emphasis added)

/-

®

16
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PERSONAL PRIVACY

“In cases where counselors wish to maintain a g
professional and personal presence for social I
media use, separate professional and personal

web pages and profiles are created to clearly

distinguish between the two kinds of virtual

presence” (ACA Code of Ethics H.6.a. Virtual ﬁ

Professional Presence). (emphasis added) x

T\

17

erception ALWAYS
Matters

18

PLEASE DO NOT DUPLICATE OR DISTRIBUTE
TLPCA Summit. June 15, 2024 7



Social Media, Online Presence, and 6/11/2024
Professional Ethics: Practical Considerations Cara Cochran, Ph.D., LPC-MHSP, ACS
Richmont Graduate University

What is the
general
public’s

perception?

What is the
perception of
current or
potential

clients?
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il 1 i

+ ; @RedCross
==l rerican Red Cros:
Ryan found two more 4 bottle packs of
Dogfish Head's Midas Touch beer.... when
we drink we do it right #getingslizzerd

HootSuite Favorite t3 Undo Retweet + Reply

Retweeted by PaulCostanzo and 11 others

ESELANHGO

22

& ; @Red

Cross

We've deleted the rogue tweet but rest
assured the Red Cross is sober and we've
confiscated the keys.

15 Feb via UberTwitter Unfavorite 1 Retweet  Reply

Retweeted by LPARCATL and 100 others

Ed-RBE SrNp

23
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3.
CLIENT PRIVACY

Do we have the right to know?
Do we want to know?

24

CLIENT PRIVACY

“Counselors respect the privacy of their
clients’ presence on social media unless
given consent to view such information”
(ACA Code of Ethics H.6.c. Client Virtual

Presence)

25
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“Counselors shall limit use of client information g
obtained through social media sources (e.g., I

Facebook, LinkedIn, Twitter) in accordance with
established practice procedures provided to

the client at the initiation of services and as
adopted through the ongoing informed consent ﬁ ﬂ‘r

process.” (NBCC Code of Ethics, Section 107) x

T\

26
e
E Jacob Cox-Brown
Drivin drunk... classsic ;) but to whoever's
vehicle i hit i am sorry. :P
/-
NE,
27
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CLIENT PRIVACY

AVOID DUAL RELATIONSHIPS

‘Counselors who use digital technology for
professional purposes shall only post
information related to professional services,
such as information concerning advocacy,
educational purposes, and marketing, that
does not create multiple relationships or
threaten client confidentially.” (NBCC Code
of Ethics, Section 112)

28

CLIENT PRIVACY

AVOID DUAL RELATIONSHIPS

"Counselors are prohibited from engaging
in a personal virtual relationship with

individuals with whom they have a current

counseling relationship (e.g., through social

and other media)” (ACA Code of Ethics
(A.5.e. Personal Virtual Relationships With
Current Clients)

30
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WRITTEN POLICIES AND INFORMED
CONSENT

“Counselors shall provide services pursuant to an
appropriate written policy which regulates the use |j
of social media and other related digital

technology with respect to current and former
clients. This policy shall include terms that protect
against the disclosure of confidential client
information and the creation of multiple
relationships. This Policy shall also identify that
client and counselor personal accounts are distinct
from social media accounts used for professional
purposes.” (NBCC Code of Ethics, section 109).

31

WRITTEN POLICIES AND INFORMED
CONSENT

‘Counselors clearly explain to their
clients, as part of the informed consent
procedure, the benefits, limitations, and
boundaries of the use of social media”
(ACA Code of Ethics, H.6.b. Social Media

as Part of Informed Consent).

33
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E
—
How do others see you?
How do you want others to see
you?
35
Any professional posts MUST be g
separate
Any professional posts might be
considered as advertising
\
36
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PROFESSIONAL PRESENCE

ACCURATE AND UNAMBIGUOUS

“When advertising or otherwise representing
their services to the public, counselors identify
their credentials in an accurate manner that is
not false, misleading, deceptive, or fraudulent”
(ACA Code of Ethics C.3.a. Accurate
Advertising).

38

PROFESSIONAL PRESENCE

CORRECT INACCURACIES

“When feasible, counselors
make reasonable efforts to
ensure that statements made
by others about them or about
the counseling profession are
accurate” (ACA Code of Ethics
C.3.c. Statements by Others).

40
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PROFESSIONAL PRESENCE

TESTIMONIALS

“The following acts or omissions in the context
of advertisement by any licensee or certificate
holder shall constitute unethical conduct, and
subject the licensee or certificate holder to
disciplinary action pursuant to T.C.A. § 63-22-
110"

42

PROFESSIONAL PRESENCE

TESTIMONIALS

“The use of any personal testimonial
attesting to a quality or competency
of a service or treatment offered by

a licensee or certificate holder that is

not reasonably verifiable” (Tennessee
Rules for Professional Counselors
Section 0450-01-.21 ADVERTISING (3)
Advertising Content, section (f)”

Emphasis added

43
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PROFESSIONAL PRESENCE

POSTS

Consider the following before posting
online:

Permanence

ldentity

Transferability

Ethics

Legal implications

44

. (4) Advertising Records and

- (a) Each licensee or certificate holder

- (b) Any and all advertisements are

Responsibility [TN RULES]

who is a principal partner, or officer
of a firm or entity identified in any
advertisement, is jointly and severally
responsible for the form and content

of any advertisement.

presumed to have been approved by
the licensee or certificate holder

named therein.

45
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DO YOU KNOW...

(c) A recording of every advertisement
communicated by electronic media, and a
copy of every advertisement communicated
by print media, and a copy of any other form
of advertisement shall be retained by the
licensee or certificate holder for a period of
two (2) years from the last date of broadcast or
publication and be made available for review
upon request by the Board or its designee.

46

DO YOU KNOW...

(4) Advertising Records and Responsibility [TN
RULES — con't]

(d) At the time any type of advertisement is
placed, the licensee or certificate holder must
possess and rely upon information which,
when produced, would substantiate the
truthfulness of any assertion, omission or
representation of material fact set forth in the
advertisement or public information.

47
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MAKE

9 f)if:gig? & @ Monitor oAt\IZ:ISrrse’ e Read rules LBl

our privac — . clients about
professional VU [ y i

perceptions

CHOICES

48

APPLICATION

Address SQCi.al'media and online
presence in initial session.

Develop social media policies for

your site and/or for your private
practice.

Have a written technological

informed consent -

Ensure proper privacy settings on
personal social media accounts

49
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